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1.1. Introduction

PureSight PC is a parental control solution, designed to allow the

control and management of Internet access for all family members.

Unlike many parental control products, PureSight PC does not rely
exclusively on URL lists. It is predicated on multilayer dynamic
content filtering. The dynamic filtering is done in real-time or on the
fly as is it sometimes described and so quickly that performance and

user experience remains uncompromised.

Via its real time engine, PureSight PC is the only solution which offers
complete Internet coverage i each and every page which a user
requests is scanned on the fly, no matter when it was created or from

whereever it was retrieved..

The PureSight PC multilayer approach makes it a solution that is very
hard to bypass. Unlike other solutions which rely on URL lists only,
PureSight can easily deal with and block content which is retrieved
from cache engines, translation websites, anonimyzers / proxies and
other known methods used to bypass content filtering solutions.
PureSight PC can be installed on Microsoft Windows platforms and

supports all Internet browsers.

The latest versions of PureSight PC offers new and diverse
functionalities for Instant Messaging monitoring and filtering and Peer
2 Peer filtering based on deep data inspection and signature

recognition, including strong action setting and alerts mechanisms.

The ACRtechnology is deployed in ISPs across the world, protecting

more than 10 million children.
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1.2. Features

Restrict and manage access to Internet web sites based on
categories and user defined lists
Multiple user profiles
Restrict and manage access to Internet web sites based on a
time schedule
Set a daily quota for each user profile to regulate Internet
usage
Collect clear reports regarding which users attempted Internet
access and which were granted or denied accessto web pages
Get usage activity reports by email on a daily/Weekly/Monthly
basis
Get email abuse alerts on various attempts to bypass policies
or abuse PureSight application
Override functionality to allow temporary access to blocked
content using a special override password
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1.3. Management, self-care & reporting

PureSight PC provides a simple, powerful, user interface for managing

the solution. The interface is currently available in:

U English Arabic
_ Spanish
U Spanish
French
U French Lag In Hebrew
) Log aoff Italian
U German
Preferences German
U Italian Menu languages v English

Forgot Administrator password. ..

U Arabic
Ackivation skaktus
U Turkish About
. Advanced
U Hebrew 12:04 PM
U Russian

User Profiles

PureSight PC allows the alministrator to define up to ten user profiles,
each with its own name, picture & password protected login and its

own filtering profile.
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O PURESIGHT

Each filtering profile can be managed and modified according to

specific categories black list, white list, time sc hedule and quotas.

Each profile web activity is logged separately and reports are available

for the administrator.

The administrator can turn off the User Profile mode and switch to On

| Off

1.3.1. Block Message

Blocking message can be customized and can show one of the

following types when access is denied:
U Image i can be customized

U Texti specific text message can be entered
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U URLT customized URL that will hold information regarding the

filter can be used or if preferred, a different customized link.

O PURESIGHT

! Blocking Message | | Logs And Reports

ET— aiocke by PureSight

1.3.2. Logs & Reporting

1.3.2.1. Web browsing Report: All surfing activities are logged
per profile. The administrator can easily generate several types

of reports for each user profile that has been defined:
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beosssed URLs =]\ Fari Last onth |

In addition the Administrator can configure the reports to be sent by
email. Email Reporting: Administrators can be informed by email about
their users' Internet activities on a daily, week ly or monthly basis.
Summarized or detailed reports can be sent as plain text files or

password protected zip-archives.

O PURESIGHT

Administrater
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1.3.2.2. IM& P2P act ivity Report: The IM-Activity Report is
designed to provide the following information: The action taken
(Block, Allow, Alert, and Conceal) and the reason for taking the
action: (Forbidden Word / phrases, Forbidden Contact, Time or

Quota restriction)

" Report Results

Caovorosiniss | Gpeseon  ehomslem |

1.3.3. Advanced Management Capabilities

The advanced management configures the settings for the following:

1.3.3.1. User interface Language

1.3.3.2. Rating System Support - Enable / Disable rating
system support

1.3.3.3. Manual product update request

1.3.3.4. Modify time zones and daylight saving ti me s

1.3.3.5. Advanced connection - Allow advanced settings

through proxies (where needed).
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1.3.3.6. Site override - Allows override of restricted Web sites

instantly with password.

Advanced Settings

r— [ site Override

1.3.3.7. Abuse alerts

Administrators can be informed instantly by email if users attempt to
surf restricted Web sites, seek to tamper software settings, try to login

as an Administrator or attempt to override filtering policies .

Advanced Settings

| Abuse Alert

support@support.com|
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1.4. Filtering Technology: Multi layer approach

PureSight P C dnsiltilayer approach ensures that each layer overrides
the proceeding one. These are described and illustrated below.

1.4.1.1. Personalization of white and black lists

The Personalized layer enables the parent / guardian to fine tune
filtering decisions. The white and black lists can be imported or
exported within the PureSight PCapplication.

1.4.1.2. Customized Database for OEM /ISP

The Customized Database layer enables an OEM company or an
ISP to push updates of additional sites and web pages to be blocked
or allowed. This update will override the layers below

1.4.1.3. PureSight Database

The Database holds sites and web pages classified by category and
remotely updated and managed by PureSight.
1.4.1.4. Classification Cache

The Classification Cache is a local cache of previously ACRclassified
web pages for network performance enhancement.

1.4.1.5. URL Tagging

Labelled or rated sites are identified and classified per category via the
standard content rating systems used today. This layer understands

the rating provided and acts to block or allow accordingly

1.4.1.6. ACR Active Content Recognition

The ACR layer analyses the actual content of the page, taking into
account the textual and contextual information. It breaks the page to

many parameters and via its algorithms classifies the web page.
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1.4.1.7. Updates

PureSight PC incorporates the ability to receive and assimilate
incremental database updates. The database updates include both
PureSight database updates, which are performed fortnightly based on
customer feedback and an ongoing internal maintenance process and
OEM/ ISP database updates which are maintained by the OEM / ISP.
PureSight database updates are encrypted and their average size is
about 50KB. OEM/ ISP database updates are not encrypted and their
size and frequency will vary according to the OEM / ISP managing

them.
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